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with (top.body.document) {
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frm, WDRACTNO _15[index].value:
moneyFrmSum.action =
“/pib/bank/fndt/wpdep011_28i.jsp s
moneyFrmSum.target = "RECV_NAME";
top.body. XecureSubmit(moneyFrmSum);

}

74 -" H:- XXk

AT )2 X
HOM=A  myoiy SECURITY  IT  SAFETY  Securityord
Home » 27| A

&8z EAte e 22BULE ZEA[ & 98T 61T

TRk | 228 2016-05-11 19:15

I=A| £ Mgl TiH0lE] 2 HotH ZAZ% 227t
2A S35 24 7h3 Bl o= AIARCE ol WAo0f

0144 KT ZH0[A] oAt L 20159 55 Of0[H AL Ao} FA

[EoMFA ZEE] 212 5 2T 20 M SH T 45 A2t HA 5

5 2R3 19 AR 223 028 33 200 40l 74T

o
-
re
rgk
ol
2L
o]
I=]
}ru
[}
o
fjo
=)
ofo

wh
rzt
o
-
—
re
rio
=
fa=]
ia)

=2
=
=
rir
e
r=
=)
re
rin

ofFZ=Ids 0|20

SE|™ sgsTHARE| CX|E 7IH2HE LOyet § M4 M2 Ele 7FEEEE 885000004 A '885'E £ A
£ 82 M 2R 7180 1818 29 10] s{Zst= ET L 1710 242 ZI=H 0|

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

§J Ei2opolg



1. PNPAWEB MIZ /I - H|2HHZ

HOIN oINS S0t S2H 3

| —

ﬂSniffing %SSL stripping — 'OEJLR ¥

HERZ 22t - 243
MITM

|

Plain-Text Ciphertext Plain-Text Ciphertext Plain-Text

’Q Injection

HTTP SoHilg ) HTTP S0kl et ik
(SSL/TLS) ¢ (SSL/TLS) -- %

Client browser Proxy tool - Network WAS,WEB

e

HEHI FZHHOH FRE LS A SHY St HSYL 2R

Copyright © 2025 . THEALLIT Technology, Inc. All Right Reserved. 5 g) EI%OI‘OI EI



2

—
el

=

H - A

—
il

=

1. PNPAWEB A

—
A=

None-Plugin H|AH &

0
ol
EY

=X
™

~

K

Hi

00
&3

I

H

=

| I

X

* Non—ActiveX &t&lo &

2y

Al

=HH

O
)

ok
0 :

N

NS

=4
=]

o

N :

?-H\E 2LIH

3

2
1=

A

A
=2

10
Kd
B

* VALUE %

§J Ei2opolg

I Mo

« OtE| CIHH &

—
o

T2 )8 i 22X

(0] 3
=
e J|

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.



1. PNPAWEB A= I - MZ2H

Copyright (© 2025. THEALLIT Technology, Inc. All Right Reserved.

PNP4AWEB & X| 1+ =

WAR l

=/ Boor

[ Spring Boot X|¢ ]

WAR WAS
|
JVM
|
( )
0S Z2[MH]
7

WM || os [ [7raaim
A || me || ma
LI ES

<J 2 otolEl



1. PNP4AWEB M= i - HZ27H

PNP4WEB 3.0°| =2 7|5 &

PNPAWEB 3.0

. SHE 2 2

o

—_ |
- HTML &2A 3 E | Ajax Request & Response
- 38 3|

24 Zefe 3 A
- vue, react & SPA Z2{|3 A
-JAR + Spring Boot A|# - 20t A& He| &y

7|E 2AEEE FAIGHL Y4|0|1E ThsTt R A

—

oK

- Rt £ Ole 9|
A N ET OhS - TR0/ A XY
- 7B, OA HOf

2R E ot 82
- ZEolH 7|8k MH|A 2| )
- DAL BHA Auto Scaling THE
- DevOps, 22+RE &t LISA|IA

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

§J Ei2opolg



== ol o
2. PNPAWEB MIE 7 - & ¢l.Wx=27|
Al H=ES2 A= o A Al
A2t 35S ST 350 HotgE 4y
Ea OX ......
T TR WEB / WAS
HTTP 2ottle | D | | HTTP 2oy
(SSL/TLS) &) (SSL/TLS) 0s
— WAS
PNPAWEB —F
@ =200 o = g =T
© . TR A ------------ % M/ AE DE Hel
e
T “ | A= A3YE
(@=38= 2 9 =My Server
Multi OS X & Multi Browser X| & ®
Igs id Q 2= 2 AO0IE = ‘
=grol Non - ActiveX . ==
AL Filter 23 S B
Mac
Linux AZ 209 3 2UEHE & M

Copyright (© 2025. THEALLIT Technology, Inc. All Right Reserved.

§J Ei2opolg



Client browser | Proxy WEB / WAS 0S

HTTP — HTTP - WAS
I:I oty D) Hoty -
@ (SSL/TLS) & (SSL/TLS) - - PNP4AWEB
- i —1
fmmmm >
. . H H= ol
%Plain-Text Ciphertext rbPIain—Text C|pherteXt %Plain-Text i 23 &8
/"'/—Encode\\\‘ Encode Encode E
L & / <--—---- > & <-————----- > & ST o ; ‘
‘\\Pecode__/" Decode Decode ADMIN
Multi OS Support ;|  Multi Browser
Support i
e FDS OIS [== - =
Android . (option) [=~= . BT ES
Windows Non ActiveX -
Mac Filter 25 — |
Linux ¢

Copyright © 2025 . THEALLIT Technology, Inc. All Right Reserved. 10 g) EI%OI'OIEI



2. PNPAWEB M& 4

-3sd Ex

Copyright (© 2025. THEALLIT Technology, Inc. All Right Reserved.

= d
=918 S0t =4 4t
=R
EEL Clae R
il EE=E oS
WAS
PNP4WEB
<. __________
A=z Wy
ADMIN
FDS o1 [== = 2= M
e > (option) [==- EELTIES

11

§J Ei2opolg



e Unix, Linux, Windows
* Servlet 2.3 0l &t X &

0

[
T
o
oY

3} JAVA, Java Servlet,
JSP

I
o
T
> -
2z
g':_

[

0

0

Firefox 3.6 O] &

Opera 11.0 0| &}

Safari 4.0 O| &

Google Chrome 10.0 0 &}

WAS M H Filter XI& WAS WAS
+JDK 1.5 0| &
DBMS Oracle, M?n—f(S)(rDrrI;i,XDEZ, Sybase
22| Xt 5t i
22| k= U g HE N EetA

Zcl0IHE K& &F
ERREEEE L &2 Al l=mesiEIN|
IE 7.0 Ol &(32bit/64bit) IE 11 O] A

Firefox 78 O] &
Opera 50 O] &f
Safari 11 O] &
Chrome 72 0| &

e Multi OS A&
Windows : XP ~ 10
Mac : OSX, Yosemite S

Linux : Ubuntu, Fedora s

« Multi Browser X &

IE, Chrome , Firefox, Opera, Safari, Swing B2t X

« Jtetet &8 XI& : VDI,CBC &

« DHIY & B2l M K€ 1 i0S, Android S

Copyright (© 2025. THEALLIT Technology, Inc. All Right Reserved.

§J Ei2opolg




§J Ei2opolg

13

i) &
@ O
) D e
0 =z & 3 &
~ o B W ® _ A
[t MT.A
woowg o < T
R W o H =34
L o T X " H
© W ol z 1 o M Mo
H S o) il
B om0 gp 5 W X0 H oW u
NG W o0 o 4r T w o
mﬁeﬁm% R Yy Wow
R T M5 R
oS < w O 35 g
T W FREN | agdE oF &
i~ e a0 U 3 W zr ® W o
B o gl & 5 4 ow O o oro—
a_ﬁ mo EaTm____s %@Mu axj_.n__x
1] X S = o = oft ok 80
R el e T SHMEE > 2 a = o1 0
. =N Lts Mg < Om e
S35 T = $ C
:; 7 mw * = 9 B oo = @m L
o Xl a D Ko 2 & o o= 2
X dw8d M T
x ¥ I " 3 i i
Muua ﬂm_hmx Eg-xx 2 3z
~X
o & 1 x:MmWMo ﬁ._,_mwnv.. A oF M
E__I_I —-— DV = @ﬂl—l =
M mr Do W = K < = 8 - B
W o U < = = nJ i
= 3 o Wz DB HagFn
ilo ’r
T ~O Al
14 L D
[ |._._.O
<0 UWo E woS o m
& mp o [0
oHE ok o] =
w <
833 B0 0 0

ob & o1

3. PNPAWEB

R0
_q._m__. o) 1)
o_ Mt

Bl

\ & )f =)

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.



1/2

]
o

4. PNPAWEB 27|

=

(alt, src

=S|
= =

@ DOM &4 0|0IXl I &

o Z HOIX L =2 HAE 28X Al

12 U SBE AMED MZ

S
KI0

-

=)
[=]

S}
=)

N2 H

&

o
KIO

T4 FJavascript Abusing
At

&

i

0l
=
o}
il

A O
I

o0

=
==

st

=
=2 o

@ JavaScript Abusing

e
=)

|12 2 -HE AMZ2D F

o
KI0

-

2
[=]

I J} ActiveX, Plug-In2 2

@ Hlol

Behver-Layer &2 At

2

| Over—lapping 22 Al

9

.

0J
=
Wi
nl
m
<l

olJ

o)

o
e
I

akK

Ik

(¢}

HE

X

A

| Over—Layer 22 Al

)

9 Script & Object

i0J

oI

ol

of

= EErs

a3

o JS 2 Object Tag, Attributes 2t A

Rr

@ URLEZ S Link 81 & Hl

=off) 23t Al

(input tag enc

<J 2 otolEl

Copyright (© 2025. THEALLIT Technology, Inc. All Right Reserved.



4. PNPAWEB FR7|s 2/2

[0 9= s QML RS

o DOM €< 0|0|Kl IHY & =A(alt, src S) S

3]

10
|y
ton
0%
A
=
o
0
0z
>
(I
U0
>
Pl
=
>
a

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved. 15

= Scr1pt Object Tag H3S

@ Script Tag & Object Tag <¢I-H

o ATJEE value ¥ attribute B Al &A1 & XHE

U=
e JIEE OIHIE QIHEEES Sdll JIsI| MK
o OIRA O|HIE QIHHEES Soll It*A 22

@ Ajax Request H=3F K&

©

Ajax Response =3 A&

©

HTML 2A32E X &

AN 2 K E

Ct

<J 2 opolEl



5. PNPAWEB MS U OFMA - A|AH M=

=58 SH A AAE ds 240 X HOIX 23 AlZE XA EE

LN
: A @ ZH=Y SHOIN 2oL
//_H CPU 718 : 6.13% S0} % A5t

PUSJtE 6.13%
0) / 6.73% (TPS 60)

B2 85 HAS

~

3

O

w
2 w O

0 8 fHX AR E2E EHE
8 fHAE - =5 HOIXO ol 2 =2 (LoadRunner) Tset ToolS O|2510{ HIAE AlA|
§ 2F - ROEA0I OE CPU D2 ST (25t S0101 I CPU S01E0 BIRIGHN 28) &/= HOIX A A
HoSHAIZ
Z hit4 = 377579, M2l = 9 269 TPS, BRSEAI2 = © 38 ms )
= hit= 340539 , M2I2 = o 233 TPS, BRSEAIZ! = F 47 ms X0l = W<

F= MS Stress Test Tool2 0| Zadll HAE
0 JIZE, & hit, Mg, BISEHAIZIS ZA

/"
!l Yy

©

no MY

Copyright © 2025 . THEALLIT Technology, Inc. All Right Reserved. 16 g) E—I—%OI'OI EI



5. PNPAWEB 4= 3

A

1 OI-I-lé;I

e

- Z2H KNEs

=) == [ - o
KIHIE2 APl M8 Sttt &5 M T8 AN K
g Self-Protect & =2 FREA
— e : ° XM E50Is oz
- e HEAJYED} 22X
' HOo™ MHIA XE M=
Delete
5 0o ZSADJEE HXE
Az A3YE 223 Sgt £3l F2 Al
> THEHH 01X 2 01 S /5o
=24 XHE
'35013"‘5 ﬂi-%""-lil
S HOIX Ol S/3t8! 29 Rtk | |

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

17

§J Ei2opolg



- mEQanY

wane asmmaw

IS oY ke E24

LR H

L.} 24Ty WAL MER Y SEFRRIAN

AN

Ho|X| / ¥ =eE HSHY

ALZXHD / THEHPE H S

MH [ QIABIAY HECH 4

=N
—_1 O

@ AtS A HO0H Z2a Al A

0f0
>
O
=

of 2/x2| H = ofl 2lx2| & & of 2|X 2| X =
@ HOIAl 2% & | S URL tI2xcl B&E Jts
o NB Fot & AMAE MO & Al AHE G2IX2l Vs S

2 PO HEE Sol Ml H5d

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

§J Ei2opolg



5. PNPAWEB A5 % OFMA - Mziy MIZ

2OEY 0 SEASS St HIS Mzl S

=, Q) LiewEFRans

PNPaWERs

+ 0'€ AIMPdINA

Efols "aZEgojdig] WY AW, MSZ
BAUBE Y

@GS IS Z AZ2H M=
GS

oIS NESH - PNPAWEB & 9.8 XX &=4

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved. 19

§J G 2opolg



AbE|

>
=

6. PNPAWEB +2 +

e
2 I |
200 | il 4= (SN
 THISEE P
Il A :
S
<] |=
U _
[l ! i
— 110 =
= | ol S
00 | 2 3
[ =
K4 =
Bl =
OH - —
=< . 5
S| &y ik 2
— o Al
= ol ]
o 01 % R S
— S
<l | =
0
< | R
= 110 \ B (00}
0 | ol |2
ol Rab
| o |3
=N o8] b} 2
ajo X 4 i Mn/U_\
-
ol
<F
J

(2012.07~2012.10)

ok
&0
0f0
&M

oF
&0
ol
&M

oF
&0
o0
&M

SE A (WEB) AHIA

|

o}
o0
Ki0
0!

0lJ
i
=

[ e R Y e |

(2017.12~2018.12)

(2017.02~07 ) (2013.12~2014.02)

(2015.09~12)

1
|
ol

(2015.04~2015.06)

-

010
Rr

o
&I
00
&M

-

010
Rr

2HE SHOIXl AdlA

§J Ei2opolg

20

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.



6. PNPAWEB =2 #+5AH|

Ci==0 tHEJ1E & MulA0 2lH 01X

. ke=ees || Bkoges | scmzes || gkoges || ke =zoew
— S e . e
= == E——— Fell =L =
(2018.09 PE22) (2018.12 PE22) (2019.05 P&22) (202002 P &2 =) (2019.03~ 7&3)
Ngole Ngoe Nge Mgole “EEE
OIE Y2 (WEB) MHIA - —_ Q| st The K T2 RE(2)
H 3 HE 7S = =R SLE e BHOIDA A HICHO! R OH
EEEEEES KB 2023
N -t
(201911 2&2t3) | (2019.11 IHSE) (2020.08 DE2+R) (2020.10 PEZ) (2020.10 ~ )
NgYe Ngoo Ngole Ngele Ngole
= = -
H O H 2l AAHY PCRl S HOIX| MHIA 2 BAFL = DHY 2 PC & 2HIL 8l (WEB)

2HrY al(WEB)

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved. 21

§J Ei2opolg



6. PNPAWEB 2 #=5Ald

L0 HEJ|& & AMd

W\m\m

WG VR AL fow Tt o : Q A [

L SRR T R

(2021.08~) S
( ) | (2022.01 ~)

M=o
Neye xNgoo

SEHOIXI&ZHIY S8t
clme 75 At

L

0

(2021.05 ~)

NE Y

HOICIOIE SEZEE &

SHEHZ 2SAY

ME =05

—

1%

fo

|

¥ SEENg Taeaeay

(2021.7~)

P
M M OSo2
ol 21 S ACt

<

g dlt=2s
HERSALS

<

(2023.08~2023.12)

Jx
0l
Q
10

ol Z2 #

i
=
1%

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

22

< cj2otolg



6. PNPAWEB
Ch==0] HE )&

=2 A
2 MulA 0 2H 0] X

s=zzze | |

Y CHEl A bl
DRAIAE 2 AHS DRAIA

—

(2025.01 ~

4I | JA
| 0
>~ 09

up 40
y

L o
|>
4
o

L

>

1L

Copyright (© 2025 . THEALLIT Technology, Inc. All Right Reserved.

23

§J Ei2opolg



